Chubb’s Cyber Service Solutions

As a Chubb policyholder, adding cyber insurance coverage will give you access to a wide selection of tools and services
designed to help reduce exposure, respond to threats, and protect your business. No matter the size of your organization,
you can choose to customize the services to fit your needs. Explore our cyber solutions and discover how you can unlock
complimentary or preferred pricing services. Get started today by browsing our offerings and requesting access or
schedule a consultation with one of our expert cyber risk advisors to learn more.

Cyber Stack for
Small Businesses

Specifically designed for small businesses of 100
employees or less, Chubb offers a robust collection
of loss mitigation services, available as a complimentary
offering for the first full year, with a cost savings
benefit of up to $28,000:

o DEDICATED CYBER RISK ADVISOR

o ATTACK SURFACE MANAGEMENT

o THREAT INTELLIGENCE OUTREACH

o VULNERABILITY SECURITY ALERTS

e CYBER SECURITY AWARENESS TRAINING

o PASSWORD MANAGEMENT

o INCIDENT RESPONSE

Incident
Response Solutions

Knowing when and how to respond to a cyber incident
can make all the difference. Plan and practice your
response before an incident occurs — and ensure
quick action if it does.

BREACH RESPONSE PLAN BUILDER: Utilize a
customizable, pre-written data breach response plan
accessible 24/7 online or via a mobile app. Enjoy a
30-day free trial. @

RESPONSE READINESS ASSESSMENT: Identify

gaps in your organization’s incident response plan with
a customized evaluation or receive guidance on creating
anincident response plan.

VIRTUAL INCIDENT RESPONSE TABLETOP EXERCISE:

Test your cyber response plan for weaknesses with
our interactive simulation, featuring a custom-tailored
scenario based on current threats.

INCIDENT RESPONSE MOBILE APP: Get 24/7
incident reporting and response service resources at
your fingertips. @

RECOVERY SOLUTIONS: Protect critical applications
and websites with solutions that ensure seamless

transaction replications across multi-cloud environments.

Threat
Intelligence Outreach

Our Cyber Threat Intelligence Team has a curated
collection of actively exploited threats leading to cyber
claims (collection represents less than 1% of the known
software vulnerabilities in existence). If a potential
threat is detected in your environment during routine
monitoring and scanning, you and your broker are
promptly notified with guidance on how to remediate
the threat to prevent it from spreading and becoming a
seriousissue. @

*Complimentary Chubb-Managed Services — No Registration Required

Vulnerability
Management Solutions

Help keep track of and address common software
vulnerabilities and misconfigurations that can leave
your organization exploited.

THIRD-PARTY VULNERABILITY ALERT SYSTEM:

Stay informed on potential threats with biweekly alerts on
newly identified vulnerabilities in your software and take
action to protect your organization.

EXTERNAL VULNERABILITY MONITORING:

Monitor cyber risk as adaily measurement of your security
performance via a platform that highlights strengths and
potential weaknesses.

NETWORK VULNERABILITY SCAN & CONSULTING:
Receive a comprehensive vulnerability scan for 6,000+
hacker vulnerabilities, with hands-on guidance from a
cybersecurity consultant.

PENETRATION TESTING, ATTACK SURFACE
MANAGEMENT, AND BREACH & ATTACK
SIMULATION: Identify and prioritize vulnerabilities,
misconfigurations, shadow infrastructure, and other
exposures with expert penetration testing.

AUTONOMOUS ENDPOINT MANAGEMENT
PLATFORM: Utilize a single, autonomous platform that
provides real-time visibility, control, and remediation of
your IT estate.

SECURITY RATINGS PLATFORM: Gaininsights into your
security ratings and identify your external attack surface

to mitigate vulnerabilities and protect your business from
potential risks.


https://www.chubb.com/ca-en/business-insurance/products/cyber-insurance/canada-cyber-services.html
https://go.oncehub.com/ChubbCybersecurityServices
https://www.chubb.com/ca-en/business-insurance/products/cyber-insurance/canada-cyber-services.html#cyber-stack
https://www.chubb.com/ca-en/business-insurance/products/cyber-insurance/canada-cyber-services.html#irs
http://chubb.com/content/dam/chubb-sites/chubb-com/ca-en/business-insurance/cyber-enterprise-risk-management-cyber-erm/documents/pdf/chubb-cyber-vulnerabilityoutreachmanagement-ca-en.pdf
https://www.chubb.com/ca-en/business-insurance/products/cyber-insurance/canada-cyber-services.html#vms

\/

Endpoint Cyber User Security &
Security Solutions Awareness Solutions

Access solutions that stop cybercriminals and their ‘ Create and maintain a vigilant workforce that serves
advanced attacks from entering and spreading through as your first line of defense against phishing attacks,
your organization’s networks. compromised credentials, and more.

ENDPOINT SECURITY & RESPONSE: Get access CYBER RISK TRAINING & RESOURCE LIBRARY:
to 24/7 anti-virus software that helps provide Access cybersecurity training, alerts, trends, and risk

protection to your computer network and the management tools to help prevent cyber losses. @
vulnerable entry points.
SECURE PASSWORD MANAGER: Simplify password
management and reduce negligence and poor password
hygiene risks with a complimentary solution for under 100
employees and preferred pricing for over 100. @

EXTENDED DETECTION & RESPONSE: Get access

to software that encompasses Al-powered prevention,

detection, response, and threat hunting across user

endpoints, containers, cloud workloads, and loT devices.

\/ PHISHING EMAIL SIMULATOR: Empower your workforce
to make security decisions against phishing threats with a

\/ 100-email complimentary offering. @
I Managed ~—__—|  IDENTITY ASSESSMENT: Gainvisibility into all accounts,

i including those needing multi-factor authentication, to
DeteCtlon & Response @] identify security issues and address identity security gaps.

Complimentary for policies with > 250 employees. @

Implement a security solution that helps monitor,
detect, analyze, and respond to cyber threats. Q> SECURITY AWARENESS & ANTI-PHISHING TRAINING:

\./ Get access to top security awareness and phishing
prevention courses, games, and videos, plus customizable
. . \/ services to enhance employee skills on the latest
Prlvacy Risk —~— — cyber threats. @
Management Solutions "  RESILENCY SERVICES: Improve your cyber security

posture across five different focus areas: Multi-Factor

Customer privacy and trust are crucial. With access to Authentication, Firewall and VPN Configuration, Backup
privacy and regulatory compliance assessments, you'll ﬂ? Configuration, Microsoft 365 Hardening, and Active
get an essential tool in managing potential risks. Directory Security.

Get Started by
Scheduling a Consultation

Schedule a consultation with
a Cyber Risk Advisor today.

Explore Chubb’s
Cyber Services

Learn more about our cyber
services by visiting our website.

@ Complimentary offering for Chubb policyholders.

www.chubb.com/cyber

The services referenced are provided by a third-party vendor not affiliated with Chubb. The fact that offers and potential discounts may be made available by the third-party vendor is not an indication that
insurance coverage is available under any Chubb policy for any particular incident. Discounts on products and services offered by this vendor are available only to Chubb policyholders with current in-force
policies and are subject to applicable insurance laws. For products and services provided, the policyholder and third-party vendor would enter into a vendor relationship directly. Chubb will not

be involved in the policyholder’s decision to purchase services and has no responsibility for services that may be provided.

Terms and conditions are subject to change. The complimentary cost is a one-year period and is applicable only to policyholders who are net new subscribers/customers to the respective services.
Furthermore, eligible policyholders must meet the size limitation of having 100 employees or less to qualify for select services. Review specific terms and conditions of each service provider to ensure
eligibility and to stay updated on any changes that may occur. Average savings based on countrywide survey of participating vendors from 6/15/24 to 7/15/24 who reported pricing for their services
without cyber insurance in place. Savings comparison does not apply in MA.

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at www.chubb.com. Insurance
provided by Chubb Insurance Company of Canada or Chubb Life Insurance Company of Canada (collectively, “Chubb Canada”). All products may not be available in all provinces or territories. This
communication contains product summaries only. Coverage is subject to the language of the policies as actually issued. The material presented herein is advisory in nature and is offered as a resource to be
used together with your professional IT and insurance advisors in maintaining a cyber loss prevention program. It is not intended as a substitute for legal, insurance, or other professional advice, but rather is
presented for general information only. You should consult knowledgeable legal counsel or other knowledgeable experts as to any legal or technical questions you may have. Chubb Canada, Suite 2500, 199
Bay Street, Toronto ON M5L 1E2. (01/26)
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