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• Malicious users are continuously changing their tactics and many of these tactics cannot be detected and contained effectively by 
traditional anti-virus or lateral movement across a network.

• Cyber criminals are constantly looking to exploit weaknesses in computing technology in order to gain unauthorized access to systems, 
networks and data.

• Passwords (even complex ones) can be guessed, cracked, lost or stolen and multifactor authentication can help protect your most 
critical assets such as email, cloud applications and remote network access.

• Individuals are most often seen as the weakest link by cyber criminals and having a well-educated workforce reduces the chances of 
someone being tricked to triggering an unintended action.



Chubb Vulnerability Outreach
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Chubb’s Cyber Intelligence Team identifies specific vulnerabilities or 
misconfigurations based on internal and external threat intel. Some 
examples include: a curated list of CVE’s, unsecured RDP, certain open 
ports, etc.

Value Add to Insureds

✓ Chubb leverages external passive scanning platforms like BitSight 
and Security Scorecard to determine if our insureds are exposed to 
any of these risks. . 

✓ Each alert email includes a summary of the identified issue, as well as 
information and resources to help you address it. 

✓ Some of the previous breaking alerts were sent for the following 
vulnerabilities - FortiOS_FortiProxy Vuln. , Atlassian Confluence 
Vulnerability, Progress WS_FTP Vulnerability, WebP Image Library 
Vulnerability, etc. 

✓ Add an IT Contact to receive alerts for your 
organization: Please contact cyber@chubb.com including your 
policy number, contact name, and email.

It is available to Chubb Insureds at no additional cost (Complimentary). 

mailto:cyber@chubb.com


Chubb Cyber Alert®
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Cyber incidents occur at a moment’s notice, and your response 
needs to be just as fast. With Chubb’s Cyber Alert® mobile app, 
you have access to 24/7 incident reporting and response service 
resources at your fingertips. With a press of a button, Cyber Alert 
connects you to specialists who will route you to a Chubb 
Incident Response Coach.

Value Add to Insureds

This is an in-house app developed by Chubb to help insureds 
with incident reporting and management. 

It offers various features:

• App can be pre-configured with client’s pertinent information 
(i.e., preferred vendors/coach) ahead of a breach

• 24/7 incident reporting via mobile device

• Attach photos to help in the assessment of an incident (e.g., 
phishing emails, ransomware)

• Incident logging and history

• Response team contacts

It is available to Chubb Insureds at no additional cost 
(Complimentary). 



Password Management Solution
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Most systems require a password, and managing multiple, complex 
passwords that are often difficult to remember is challenging for 
everyone. This makes it all too easy to revert to bad habits such as using 
simple passwords or reusing passwords across multiple sites and 
services.  

Value Add to Insureds

Chubb has partnered with Dashlane to provide Insureds with a Teams 
subscription that can help:

• Dashlane Team makes logging in and authentication safe and simple 
for your employees.

• It provides various features such as Dark web monitoring, 
compromised password alert, phishing alerts, 2FA, VPN, etc. 

• Dashlane Business plan has additional features along with the ones 
offered under Teams plan – such as Single Sign –on (SSO), SCM 
Directory sync, Free Premium Family plan for members

Access for up to 100 users to their Dashlane Team platform. 

In addition, existing Dashlane customers will receive 25% discount on 
Dashlane Team or Dashlane Business plans in perpetuity- as long as they 
remain a Chubb Insurance policy holder.
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Personal Cyber Risk Dashboard

Dynarisk offers a personal cyber risk dashboard which provides reports on 
online risk assessment; device scans for vulnerabilities and data breaches, 
and on the basis of the information gained, a tailored action plan to help 
clients protect their business.

Value add to Insureds

With DynaRisk it is possible to reduce a clients’ risk of cyber fraud, stalking, 
privacy breaches and help them feel safe and secure:

• Security Score & Report: Informs the user of their level of exposure and 
what to do about it.

• Vulnerability Protection: Makes sure your client isn’t vulnerable to the 
most common ways of being hacked.

• Anti-scam Training: Learn how to spot suspicious emails so less 
vulnerable to scams.

• Multi Device Protection: For PCs, Mac, Smart Phones and Tablets.

• Stolen Information Monitoring: Checks for stolen personal information 
on the Deep and Dark Web.

• Major Threat Alerts: Get security advice from the experts, not the local 
news outlet.

Chubb offers a complementary service by Dynarisk to its insureds. Cyber policy 
entitles 5 of insured’s employees to access a personal cyber risk dashboard.



External Vulnerability Monitoring
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External Vulnerability Monitoring can help you identify vulnerabilities – especially 
those unknown ones that emerge or persist over time. This service is available via 
an online platform, BitSight, which requires no hardware or software installation. 

Delivers an ongoing data-driven security rating that you can share with your 
company’s stakeholders and executives when providing updates about your 
cyber security program

Value Add to Insureds

• Benchmark your organization against industry peer and competitors using 
BitSight’s 250-900 rating. View risk vectors & gap analysis A-F ratings

• Provides useful data points to be observed at any level of cyber expertise. 
Detailed findings & remediation suggestions

• Bitsight Core offers a easy, lightweight, and perpetual access to the BitSight 
security report. Core provides access to limited features such as company tree, 
5 findings, partial rating and risk vector information. 

• Bitsight Premium is a comprehensive plan providing to valuable insights such 
as Rating and Risk Vectors Partial, Alerts, Reports, Remediation / Issue 
Tracking, Peer Analytics, 5 Benchmarking Subscriptions, Risk Remediation 
Plan,  Control Insights, etc. 

It is available to Chubb Insureds at no additional cost (Complimentary). 45 Days 
of Premium Access, followed by Core Access . PDF reports can be requested at any 
time.



Endpoint Detection & Response
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An Endpoint Detection and Response (EDR) security solution is a critical 
element in ensuring security as it records the activities and events taking 
place on endpoints and all workloads, providing security teams with the 
visibility they need to uncover incidents that would otherwise remain 
invisible. An EDR solution is required to provide continuous and 
comprehensive visibility into what is happening on endpoints in real time.

Value Add to Insureds

Crowdstrike offers an Endpoint Security and Response solution to Chubb 
Insureds. It is a type of software designed to proactively stop malicious 
activity from causing damage to one or more computers on your network. 
This solution can be quickly deployed across your network to protect your 
company’s computers around the clock. 

• Falcon Sensors use adaptive machine learning to help detect and block 
ransomware and malware, including emerging threats or tactics that 
adversaries may be using

• Falcon Management Console acts as the cloud platform that serves as the 
central management and reporting hub

• CrowdStrike Express Support provides on-going support with quarterly 
computer “health” checks

Chubb insureds are eligible for a 15-day free trial. During the free trial, they 
can purchase 1 of 4 bundles at any time using a credit card and a promo code. 
Chubb will provide a promo code. 



Phishing Awareness Assessment
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Cyber criminals frequently use email to entice employees to click on malicious 
links or attachments. For unaware employees, acting on these malicious emails 
can lead to malware infection, theft of usernames/passwords, or cyber extortion 
via ransomware. 

Value Add to Insureds

Chubb has partnered with Cofense to offer its insureds  a Phishing Simulation 
service. With this simulator, you can test a sample of your employees to see how 
well they respond.

• Select between pre-configured templates or create a custom script

• Simulated phishing emails sent in two campaigns

• Optional to target those who clicked the link/attachment in the first campaign, 
or send to the full user list with both campaigns

• Reporting available to the client

Simulated phishing emails to be sent in two campaigns. It covers 500 email address 
over a span of 4 months. 

Cost structure can be provided



Extended Detection and Response
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SentinelOne’s Singularity™️ XDR Platform encompasses AI-powered prevention, 
detection, response, and threat hunting across user endpoints, containers, cloud 
workloads, and IoT devices. It helps you protect your enterprise from ransomware, 
malware, and cybersecurity threats. 

Value Add to Insureds

• Empowering modern enterprises to defend faster, at greater scale, and with higher 
accuracy across their entire attack surface.  

• The SentinelOne Singularity Platform simplifies modern endpoint, cloud, and 
identity security, enabling enterprises to see, protect, and resolve threats in one 
unified platform.

• Augmented by open integrations with leading best-of-breed security vendors, 
organizations can efficiently ingest and centralize all their security data while 
delivering autonomous prevention, detection, and response at machine speed 
across multiple attack surfaces.

35% Discount Minimum; 60-day Free Trial & 1 Free Singularity 
Ranger Discovery Scan
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Cyber Vendor Services – Mitigation Toolkit

Complementary Services

Chubb Vulnerability Outreach program: Sign up to receive breaking alerts on new critical vulnerabilities that are being exploited, customised 

to the software you use. Alerts include actionable mitigation advice to appropriately address vulnerabilities before they are exploited

Chubb Cyber Alert®: With Chubb’s Cyber Alert® mobile app, insureds have access to 24/7 incident reporting and response service resources at their

fingertips. With a press of a button, Cyber Alert connects the insureds to specialists who will route them to a Chubb Incident Response Coach.

Password Management from Dashlane: Cyber policy entitles up to 100 of insured organisation’s employees to Dashlane’s Teams service. Dashlane

Team includes unlimited password and data storage across an unlimited number of devices. It also includes dark web monitoring, a VPN for a private 

connection on unsecure Wi-Fi networks, and secure storage for sensitive files. Chubb insureds can also avail 25% off on Teams and Business Plans.

Personal Cyber Risk Dashboard from DynaRisk:  Cyber policy entitles 5 of insured’s employees to access a personal cyber risk dashboard.

External Vulnerability Monitoring: At no additional cost, monitor cyber risk as a daily measurement of your security performance via a platform that 

highlights both strengths and potential weaknesses — providing key metrics and giving you visibility into the security of your organization. This service 

is available via an online platform, BitSight Core, which requires no hardware or software installation. Chubb insureds get 45 days of Premium access 

followed by Core access. 

Signature Assessments (Paid)

Phishing Awareness Assessments (provided by Cofense): Simulated phishing emails sent in two campaigns. It covers 500 email address over a span 

of 4 months.  Tailored quotes can be worked out with the vendor.

Falcon Protect from Crowdstrike: Chubb insureds are eligible for a 15-day free trial. During the free trial, they can purchase 1 of 4 bundles at any time 

using a credit card and a promo code. Chubb will provide a promo code. 

Extended Detection and Response from SentinelOne — Chubb Insured get 35% Discount Minimum; 60-day Free Trial & 1 Free Singularity Ranger 

Discovery Scan
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Chubb’s Cyber Service Request page 
https://www.chubb.com/uk-en/cyber-service-form/uk-cyber-services.html

https://www.chubb.com/uk-en/cyber-service-form/uk-cyber-services.html
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