CHUBB Cyber Claims Scenarios

for Healthcare Organizations

Risk Industry Business Claim Difference
. Top-Tier Response Coach
Loss Of PHI Healthcare CommeI'CIal and Forensic Firm
Physician Impersonation Healthcare Commercial Expert Claims Investigation
Ransomware Attacks Healthcare Commercial Technical Expertie
. . Top-Tier Response Coach
Vendor/Supply Chain Healthcare Commercial and Forensic Firm

Claim Scenario Details

It iS believed that </ Loss of PHI

A healthcare organization was informed by law enforcement that its patients’

: : information was found on the dark web. It is believed that criminals from outside the
Crlmlnals from U.S. were able to exploit vulnerabilities in the Insured’s system to access more than
: 200,000 patients’ PHI (personal health information). Chubb assisted the Insured
outside the U.S. P P

by retaining an incident response coach and a forensics firm from our cyber panel.

: Several governmental/regulatory agencies were notified with the assistance of the
were able to exploit 8 Bultory o8

coach. A call center was established and credit monitoring was offered to the affected

vulnerabilities patients.
in the Insured’s

system to access

more than 200,000
patients’ PHI.

</ Physician Impersonation
An Insured healthcare organization was notified by an outside firm that one of
its doctors was being impersonated by an unlicensed physician posing as him.
This imposter was able to review several medical files as part of a physician peer
review process. Once the Insured became aware of the situation, it had to notify
patients whose PHI (personal health information) was inappropriately exposed
to this person. Several of the affected individuals have brought third party claims
against the Insured for failing to safeguard their PHI.

An Insured
healthcare
organization was
notified by an
outside firm that one
of its doctors was
being impersonated
by an unlicensed
physician.



Claim Scenario Details

</ Ransomware Attacks

A hospital’s computer system was the subject of a ransomware attack. While the The malware
attacker sought only $500, the cyberattack essentially shut down the medical

facility. The hospital incurred significant expenses attempting to restore the data CompletEIY
from their computer systems. They could not bill any of the health insurance

carriers while the system was affected. Additionally, the imaging capabilities of the CorruptEd the
hospital were greatly impacted as they could not produce the images from MRIs or

: 2
CT scans. The malware completely corrupted the hospital’s system and they had to hOSp]tal S System
resort to paper mode to chart and monitor patients. Lastly, the hospital’s payroll

system also went down as part of the attack. As a result of the attack, more than and they had tO

$700,000 was paid for forensics, data recovery, business interruption and crisis

management costs.

As aresult of
the incident, the

Insured incurred
$20,000 in first
party costs.

Contact Us

resort to paper
mode to chart and
monitor patients.

< Vendor/Supply Chain

A business associate of the Insured fell victim of a ransomware attack that encrypted
many of its files. The business associate possessed medical records and personal health
information of the Insured’s customers and had to retain an incident response coach
and forensic firm to remedy the ransomware attack on its system. While our Insured
had previously utilized Chubb’s pre-incident services to better prepare for a breach,
the Insured still needed to consult with its own incident response coach from our
cyber panel to determine what reporting obligations it had under HIPAA. The incident
response coach eventually determined that there was no exfiltration of personal
health information from the business associate’s system. As a result of the incident, the
Insured incurred $20,000 in first party costs.

For more information on Chubb Cyber insurance solutions, visit www.chubb.com/cyber.

Chubb. Insured.

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at
www.chubb.com. In the United States, insurance is provided by ACE American Insurance Company and its U.S. based Chubb underwriting company affiliates. Surplus lines
insurance is sold only through licensed surplus lines producers. All products may not be available in all states. This communication contains product summaries only. This
literature is descriptive only. Coverage is subject to the language of the policies as actually issued. Claims examples are based on actual US cases, composites of actual cases, or
hypothetical situations. Resolution amounts are approximations of both actual and anticipated loss and defense costs. Facts may have been changed to protect confidentiality.
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