CHUBB What Have We Paid Lately

Cyber Claims Scenarios

When managing cyber claims, Chubb’s Claims Specialists are attentive to every detail. Based on our insight into trends and
exposures impacting cyber security, we can help you prevent and address cyber exposures when a cyber incident does occur.
Chubb’s Cyber Claims team has managed claims across many industries from public entities to retail.

Emotet Malware Public Entity Commercial Technical Expertise

Payment Card Scam Restaurant/Hospitality Commercial Expert Claims Investigation
Top-Tier Response Coach and

Ryuk Ransomware Financial Services Commercial Forensic Firm

Business Interruption Retail Commercial Superior Coverage

Claim Scenario Details
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~/ Payment Card Scam More than 400,000

Abad actor sent an email to a restaurant, purporting to place an order. The email

contained a malicious link that installed malware on the restaurant’s computer cre dlt car d numb ers

system once the link was clicked on. More than 400,000 credit card numbers were

compromised in this particular attack. A forensic firm from the Chubb Cyber panel 1

was retained to remediate the matter, and Payment Card Industry (PCI) assessments We re Comp romlsed
are estimated to cost more than $1M, which are covered under the restaurant’s cyber 3 : 3

policy. This type of attack is different from attacks arising from the use of credit card mn thlS parthUIar
“skimmers” and other devices, as this attack was perpetrated through a phishing email. att a Cl ¢



Claim Scenario Details

RyUk ]S a +/ Ryuk Ransomware

A financial services company was the victim of a highly targeted and planned Ryuk
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~ Business Interruption ApprOXImately

A retail chain in Canada suffered a ransomware attack which infiltrated its servers,

computer systems, cash registers, online store, and website. The retail chain retained 1 111 ]
Chubb-preferred vendors to mitigate the incident, including a cyber incident $1M 1 mltlg atlon

response coach and a forensic investigator. As a result of the attack, approximately
$1M in mitigation expenses and $100,000 in business interruption costs were paid. eXpenseS and
$100,000

in business
interruption costs
were paid.

Contact Us

For more information on Chubb Cyber insurance solutions, contact your local agent or visit www.chubb.com/us/cyber.

Chubb. Insured.’

The claim scenarios described here are hypothetical and are offered solely to illustrate the types of situations that may result in claims. These scenarios are not based on actual claims
and should not be compared to actual claims. The precise coverage afforded by any insurer is subject to the terms and conditions of the policies as issued. Whether or to what extent a
particular loss is covered depends on the facts and circumstances of the loss, the terms and conditions of the policy as issued and applicable law.

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at www.
chubb.com. In the United States, insurance is provided by ACE American Insurance Company and its U.S. based Chubb underwriting company affiliates. Surplus lines insurance is sold
only through licensed surplus lines producers. All products may not be available in all states. This communication contains product summaries only. This literature is descriptive only.
Coverage is subject to the language of the policies as actually issued. Claims examples are based on actual US cases, composites of actual cases, or hypothetical situations. Resolution
amounts are approximations of both actual and anticipated loss and defense costs. Facts may have been changed to protect confidentiality. Form 30-01-0086 (Ed. 1/19)
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